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Abstract 

In  1993,  the  Advisory  Board  on  the  Investigative  Capability  of  the  Department  of  Defense  (DAB) 
expressed  concern  regarding  the  titling  1  and  indexing  of  individuals  identified  as  subjects  of  a  Department 
of  Defense  (DoD)  criminal  investigation  into  the  Defense  Clearance  and  Investigations  Index  (DCII).2  In 
1998,  the  National  Academy  of  Public  Administration  (NAPA)  articulated  similar  concerns.  Most 
recently.  Section  552  of  the  Fiscal  Year  2001  National  Defense  Authorization  Act  (FY  2001  NDAA)  and 
its  accompanying  conference  language  requested  a  review  of  aspects  of  titling  and  indexing  and  directed 
specific  actions  aimed  at  remedying  the  concerns  expressed  by  the  DAB  and  NAPA.  The  DAB  voiced 
concerns  about  the  negative  implications  for  a  titled  or  indexed  individual,  the  lack  of  an  appellate  process 
to  seek  removal  of  the  individual’s  name,  and  the  standard  for  entering  persons’  names  in  the  DCII. 

NAPA  was  similarly  interested  in  ensuring  the  protection  of  indexed  individuals.  In  response  to  the  DAB 
and  NAPA,  and  to  fulfill  the  standing  need  to  assess  existing  policy,  the  Office  of  Inspector  General 
(OIG),  DoD,  reviewed  the  implementation  of  DoD  Instruction  5505.7,  Titling  and  Indexing  of  Subjects  of 
Criminal  Investigations  in  the  Department  of  Defense.  The  initial  review.  Phase  I,  focused  on  the  process 
and  procedure  for  entering  personal  data  into  the  DCII  by  the  Defense  Criminal  Investigative 
Organizations  (DCIOs).  The  follow-on  review.  Phase  II,  focused  on  the  use  of  indexed  criminal 
investigative  data  by  those  in  the  personnel  security  and  criminal  investigative  communities  having  access 
to  the  DCII  (DCII  users). 
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DEPARTMENT  OF  DEFENSE  POLICY 
CONCERNING  TITLING  AND  INDEXING  OF  INDIVIDUALS 
IN  THE  DEFENSE  CLEARANCE  AND  INVESTIGATIONS  INDEX 


INTRODUCTION 


In  1993,  the  Advisory  Board  on  the  Investigative  Capability  of  the  Department  of  Defense 
(DAB)  expressed  eoneern  regarding  the  titling^  and  indexing  of  individuals  identified  as 
subjeets  of  a  Department  of  Defense  (DoD)  eriminal  investigation  into  the  Defense  Clearanee 
and  Investigations  Index  (DCII).^  In  1998,  the  National  Aeademy  of  Publie  Administration 
(NAPA)  artieulated  similar  eoneerns.  Most  reeently,  Seetion  552  of  the  Fiseal  Year  2001 
National  Defense  Authorization  Aet  (FY  2001  NDAA)  and  its  aeeompanying  eonferenee 
language  requested  a  review  of  aspeets  of  titling  and  indexing  and  direeted  speeifie  aetions 
aimed  at  remedying  the  eoneerns  expressed  by  the  DAB  and  NAPA. 

The  DAB  voieed  eoneerns  about  the  negative  implieations  for  a  titled  or  indexed  individual, 
the  laek  of  an  appellate  proeess  to  seek  removal  of  the  individual's  name,  and  the  standard  for 
entering  persons'  names  in  the  DCII.  NAPA  was  similarly  interested  in  ensuring  the 
proteetion  of  indexed  individuals. 

In  response  to  the  DAB  and  NAPA,  and  to  fulfill  the  standing  need  to  assess  existing  poliey, 
the  Offiee  of  Inspeetor  General  (OIG),  DoD,  reviewed  the  implementation  of  DoD  Instruction 
5505.7,  “Titling  and  Indexing  of  Subjects  of  Criminal  Investigations  in  the  Department  of 
Defense.”  The  initial  review.  Phase  I,  focused  on  the  process  and  procedure  for  entering 
personal  data  into  the  DCII  by  the  Defense  Criminal  Investigative  Organizations  (DCIOs). 

The  follow-on  review.  Phase  II,  focused  on  the  use  of  indexed  criminal  investigative  data  by 
those  in  the  personnel  security  and  criminal  investigative  communities  having  access  to  the 
DCII  (DCII  users). 

PHASE  I  PROJECT 


In  the  “Review  of  the  Implementation  of  DoD  Instruction  5505.7,  Titling  and  Indexing 
Subjects  of  Criminal  Investigations  in  the  Department  of  Defense”  Phase  I  -  The  Defense 
Criminal  Investigative  Organizations,”  dated  July  7,  2000,  which  has  been  furnished  to  the 
defense  committees,  the  OIG  found  that  the  DCIOs  were  in  substantial  compliance  with  the 
policy.  No  evidence  was  found  that  individuals  were  unfairly  treated  as  a  result  of  being 
indexed.  Recommendations  that  were  made  and  have  been  implemented  include  the  indexing 


‘  Titling  refers  to  the  inclusion  of  an  investigated  subject’s  name  and  personal  identifying  data  in  the  title  block  of 
a  criminal  investigative  report  or  similar  document. 

^  The  DCII  is  a  DoD  index  of  investigations  and  security  clearance  data.  Concerning  criminal  investigations,  the 
Index  contains  the  names  and  personal  identifying  data  pertaining  to  investigated  subjects,  and  the  file  numbers, 
file  retention  periods,  and  organizational  identifiers  of  the  criminal  investigative  organizations.  Neither  case 
dispositions  nor  other  investigation  details  are  listed.  To  determine  this  information,  an  authorized  requestor  must 
obtain  actual  case  file  information  directly  from  the  cognizant  investigative  organization. 


of  several  elasses  of  investigations  that  were  previously  omitted^  and  permitting  the  delay  in 
entering  data  if  neeessary  for  operational  seeurity  reasons.  The  use  of  the  eredible  information 
standard  for  entering  names  in  the  DCII  was  validated  as  essential  within  the  eriminal 
investigative  eommunity."^ 

SECTION  552,  FY  2001  NDAA 

The  FY  2001  NDAA  required  the  DoD  to  establish  a  uniform  proeess  for  allowing  an 
individual  designated  as  a  subjeet  in  an  offieial  investigative  report  to  obtain  a  review  of  that 
indexing  deeision  and  to  have  his/her  name  and  other  identifying  information  expunged  if  that 
deeision  is  determined  to  have  been  made  eontrary  to  DoD  requirements.  To  eomply  with 
these  requirements,  the  Department  of  Defense  added  a  new  provision  to  DoD  Instruetion 
5505.7  establishing  a  review  proeess^  within  eaeh  organization  engaged  in  the  eonduet  of 
eriminal  investigations  for  individuals  desiring  to  ehallenge  titling  and  indexing  aetions. 

Formal  eoordination  of  that  Instruetion  is  almost  eomplete,  and  no  substantive  objeetions  have 
been  reeeived  or  are  antieipated.  Pending  eoordination  and  signature  of  the  formal  poliey,  the 
OIG,  DoD,  established  the  requirement  for  a  uniform  review  proeess  by  means  of  an  interim 
poliey  memorandum  dated  Mareh  2,  2001  (attaehed). 

The  FY  2001  NDAA  Conferenee  Report  direeted  that  DoD  review: 

(a)  the  polieies  and  proeedures  addressing  the  degree  of  evidenee  or  information  that  must  exist 
before  titling  and  indexing  oeeurs,  to  inelude  the  weight,  if  any,  given  to  initial  allegations;  (b) 
the  suffieieney  of  training  provided  to  individuals  with  aeeess  to  the  DCII  regarding  the 
signifieanee  of  eriminal  investigative  entries  eontained  therein;  (e)  the  use  of  criminal 
investigative  data  in  the  DCII  to  determine  if  it  is  being  used  properly  and  examine  the 
adequacy  of  available  sanctions  for  those  who  improperly  use  such  information. 

Our  review  of  policies  and  procedures  as  they  pertain  to  the  DCIOs  concluded  that  effective 
policies  and  procedures  exist.  DCIO  agents  were  properly  trained  as  to  the  significance  of 
criminal  investigative  entries  in  the  DCII  and  understood  the  standard  to  be  applied  when 

^The  Air  Force  Office  of  Special  Investigations  (AFOSI)  was  not  indexing  subjects  of  internal  investigations  until 
after  the  subject  left  the  organization.  Subjects  of  Air  Force  security  forces  investigations  were  often  not  indexed 
by  the  local  AFOSI  detachment  as  required  by  Air  Force  policy. 

''“Credible  information,”  as  it  appears  in  the  revised  DoD  Instruction,  means  information  disclosed  or  obtained  by 
an  investigator  that,  considering  the  source  and  nature  of  the  information  and  the  totality  of  the  circumstances,  is 
sufficiently  believable  to  lead  a  trained  investigator  to  presume  that  the  fact  or  facts  in  question  are  true.  The 
policy  requires  that  credible  information  that  a  crime  occurred  must  exist  before  an  investigation  is  opened,  and 
that  credible  information  that  a  particular  subject  committed  the  offense  exists  before  that  subject  is  titled  and 
indexed. 

^The  revised  instruction  states  that  an  individual  seeking  review  of  a  titling  and  indexing  decision  must  submit  a 
written  request  to  the  head  of  the  investigating  organization  providing  reasons  for  a  reversal  of  the  determination. 
Fleads  of  investigating  organizations  must  then  solicit  and  consider  written  input  from  appropriate  line  and  staff 
functions  and  obtain  a  legal  review  before  deciding  whether  to  reverse  the  previous  titling  or  indexing  decision. 
The  standard  for  such  decisions  is  whether  credible  information  existed,  at  the  time  the  titling  and  indexing 
actions  occurred,  that  the  subject  committed  a  crime.  The  head  of  the  investigating  organization  will  notify  the 
requestor  of  the  decision  and  provide  information  on  other  agency  channels  from  which  to  seek  relief  (e.g., 
boards  for  the  correction  of  military  records).  Decisions  on  whether  or  not  to  reverse  must  be  documented  and 
filed. 


making  a  titling  and  indexing  decision.  We  found  no  evidence  of  DCIO  employee  misuse  of 
the  DCII  or  the  information  contained  therein;  furthermore,  the  DCIO  leadership  believed  that 
available  sanctions  were  adequate  should  DCII  misuse  be  identified. 

SECTION  552,  FY  2001  NDAA,  AND  PHASE  II  PROJECT 


DCII  use  by  persons  employed  in  organizations  other  than  the  DCIOs  was  a  concern  expressed 
in  the  FY  2001  NDAA  and  a  matter  under  review  by  the  OIG,  DoD,  at  the  time  the  Act  was 
passed.  To  assess  that  use,  the  OIG  employed  DCII  user  identification  data  provided  by  the 
Defense  Security  Service  (DSS),  the  DCII  system  administrator,  to  survey  those  persons 
identified  as  having  access  to  the  DCII.  The  survey  results  indicated  that  some  users 
misunderstand  the  purpose  of  the  DCII  and  uses  of  the  criminal  investigative  data  contained 
therein,  and  that  additional  training  of  non-DCIO  DCII  users  is  necessary.®  The  OIG  review 
also  determined  that  the  same  suitable  sanctions  for  misuse  available  to  the  DCIOs  are 
available  for  the  non-DCIO  community. 

To  correct  these  shortcomings,  the  OIG,  DoD,  recommended  several  changes  to  DCII 
procedures  to  ensure  that  all  users  are  initially,  and  periodically  thereafter,  informed  of  the 
DCIFs  purpose  as  well  as  the  limitations  concerning  the  content  and  use  of  criminal 
investigative  data  contained  therein.  First,  DSS  will  add  to  its  annual  DCII  user  revalidation 
documentation  a  requirement  for  Information  Systems  Security  Officers  to  have  users  certify 
that  they  have  read  DoD  Instruction  5505.7.  Further,  DSS  will  place  banners  explaining  the 
purpose  of  the  DCII  and  limitations  on  the  use  of  criminal  investigative  data  on  the  computer 
access  screens  where  DCII  users  must  periodically  change  their  passwords.  Finally,  DSS,  in 
coordination  with  the  Office  of  the  Assistant  Secretary  of  Defense,  Command,  Control, 
Communication  and  Intelligence,  will  design  a  computer-based  examination  for  DCII  users  that 
will  include  questions  aimed  at  ensuring  proper  understanding  and  use  of  DCII  criminal 
investigative  information.  Users’  continued  access  to  the  DCII  will  hinge  on  successful 
completion  of  the  security  exam.  The  OIG,  DoD,  will  monitor  the  implementation  of  the 
above  corrective  actions. 

CONCLUSION 


The  review  of  titling  and  indexing  policy  and  procedures  stemming  from  OIG,  DoD,  projects 
and  the  FY  2001  NDAA  has  resulted  in  improvements  that  will  enhance  the  effectiveness  and 
fairness  of  this  system  and  help  prevent  misuse.  The  OIG,  DoD,  will  maintain  oversight  to 
ensure  corrective  actions  are  implemented  and  functional  and  to  seek  other  enhancements  as 
the  need  is  identified. 


^  Site  validation  of  survey  results  was  deemed  uimecessary  and  immediate  implementation  of  corrective  action  was 
undertaken. 


INSPECTOR  GENERAL 
DEPARTMENT  OF  DEFENSE 
400  ARMY  NAVY  DRIVE 
ARLINGTON,  VIRGINIA  22202-4704 

MAR  2  200i 


MEMORANDUM  FOR  SECRETARIES  OF  THE  MILITARY  DEPARTMENTS 

CHAIRMAN  OF  THE  JOINT  CHIEFS  OF  STAFF 
UNDER  SECRETARIES  OF  DEFENSE 
ASSISTANT  SECRETARIES  OF  DEFENSE 
GENERAL  COUNSEL  OF  THE  DEPARTMENT  OF  DEFENSE 
DIRECTOR,  ADMINISTRATION  AND  MANAGEMENT 
DIRECTORS  OF  THE  DEFENSE  AGENCIES 
DIRECTORS  OF  THE  IX>D  FIELD  ACTIVITIES 


SUBJECT:  Interim  Policy  for  Titling  and  Indexing  Subjects  of 

Criminal  Investigations 


This  memorandum  issues  the  enclosed  interim  policy, 
effective  immediately,  pending  formal  coordination  and  release 
of  revised  DoD  Instruction  (DoDI)  5505.7,  "Titling  and  Indexing 
Subjects  of  Criminal  Investigations  in  the  Department  of 
Defense,"  dated  May  14,  1992.  This  interim  policy  supplements 
the  current  DoDI  5505.7.  Issuance  of  this  interim  policy  is 
necessary  to  meet  a  statutory  suspense  mandated  in  the  FY  2001 
National  Defense  Authorization  Act  (NDAA) . 

In  December  2000,  we  hosted  a  meeting  to  discuss  creating  a 
review  process,  as  required  by  the  FY  2001  NDAA,  for  individuals 
to  challenge  titling  and  indexing  decisions.  Attendees  included 
representatives  of  DoD  law  enforcement  agencies,  general  counsel 
offices,  and  judge  advocate  general  offices.  This  interim 
policy  takes  into  consideration  their  views  and  suggestions. 

Efforts  to  coordinate  and  reissue  DoDI  5505.7  are  ongoing. 
The  revised  DoDI  5505.7  will  include  the  enclosed  provisions  and 
other  improvements.  The  policy  detailed  in  the  enclosure  will 
remain  in  effect  until  such  time  as  DoDI  5505.7  is  reissued  or 
otherwise  replaced. 

Should  you  have  any  questions,  please  contact  me  or 
Mr.  Charles  W.  Beardall,  Deputy  Assistant  Inspector  General, 
Criminal  Investigative  Policy  and  Oversight,  at  (703)  604-8804. 


Robert  J.  Lieberman 
Deputy  Inspector  General 


Enclosure 


Interim  Policy  for  Titling  and  Indexing 
Subjects  of  Criminal  Investigations 


1.  An  individual  (or  representative  of  a  business  entity) 
who  believes  he  or  she  (or  the  business  entity  represented) 
was  wrongly  titled  or  indexed  under  the  provisions  of  DoD 
Instruction  5505.7  may  appeal  to  the  head  of  the  investigating 
organization  to  obtain  a  review  of  the  decision. 

2.  Organizations  engaged  in  the  conduct  of  criminal 
investigations  shall  establish  a  written  process  whereby 
individuals  or  entities  who  have  been  titled  or  indexed  may  obtain 
a  review  of  such  decisions.  A  copy  of  that  procedure  shall  be 
provided  to  the  Deputy  Assistant  Inspector  General,  Criminal 
Investigative  Policy  and  Oversight,  Office  of  the  Inspector 
General,  DoD,  as  well  as  any  subsequent  revisions  of  the  policy. 

3.  The  review  process  must  include  the  requirement  that  an 
individual  seeking  a  review  of  a  titling  and  indexing  decision 
submit  a  written  request  to  the  head  of  the  investigating 
organization  giving  reasons  for  the  reversal  of  the  determination. 
Heads  of  investigating  organizations  must  solicit  and  consider 
written  input  from  their  appropriate  line  and  staff  functions  and 
obtain  a  legal  review  before  deciding  whether  or  not  to  reverse 
the  previous  titling  or  indexing  decision.  When  reviewing  the 
appropriateness  of  a  titling/indexing  decision,  the  reviewing 
official  shall  consider  only  the  investigative  information  that 
was  available  at  the  time  the  initial  titling/indexing  decision 
was  made.  Based  upon  that  information,  the  reviewing  official 
must  determine  whether  the  subject's  name  was  entered  because  of 
mistaken  identity  or  that  credible  information  indicating  that  the 
subject  committed  a  crime  did  not  exist  at  the  time  the 
titling/indexing  decision  was  made. 

4.  If  a  determination  is  made  that  a  subject's  identifying 
information  requires  removal,  investigating  organizations  shall 
remove  such  information  as  soon  as  possible.  The  head  of  the 
investigating  organization  will  notify  the  requestor  of  the 
decision  and  provide  infoimation  on  other  appropriate  agency 
channels  from  which  to  seek  relief  (e.g.,  boards  for  the 
correction  of  military  records) .  Decisions  on  whether  or  not  to 
reverse  the  decision  must  be  documented  and  appropriately  filed 
for  future  review. 

5.  Con^onent  heads  will  ensure  that  the  provisions  of  this 
review  process  are  known  and  understood  by  organizations  that  may 
provide  assistance  to  employees  and  service  members  concerning 
criminal  investigative  matters. 


